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• Use Strong, Unique Passwords

• Get Multi-Factor Authentication (MFA)

• Always Be Alert for Scams

Our Top Three
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Getting Started with a Password Manager
1. Select Your Password Manager

• Compare features and pricing.
• 1Password, Bitwarden, Dashlane, Keeper Security

*Examples ordered alphabetically
• KeePassXC if you want to remain completely local and cloud-free.

 
2. Set Up a Strong Master Password

• Use a unique, long, and hard-to-guess passphrase.
• Do not reuse this password anywhere else.
• Write it down and store it safely (safety deposit box, safe, somewhere hidden in your home) 

https://passwordbits.com/emergency-sheet-envelope/

3. Add Passwords to Your Vault
• Import existing passwords manually or via CSV/browser export.
• Organize entries into folders or categories for easier access.
• Store passwords with the browser integration as you access websites (and ideally 

reset/update to a new uniquely generated password)

https://passwordbits.com/emergency-sheet-envelope/


1Password Dashlane Bitwarden Keeper



Getting Started with a Password Manager
4. Enable Browser Integration

• Install the browser extension for saving logins, autofill, and password generation.
• Disable your browser's built-in password manager.

 
5. Install the Mobile App

• Access your vault on the go by downloading the app.
• Turn off your mobile device's built-in password-saving feature.
• Enable Autofill in OS settings for your chosen password manager

6. Secure High-Priority Accounts First
• Use the password manager’s health check to identify weak, reused, or leaked passwords
• Focus on:

• Banking/Financial Accounts (e.g., banking, credit cards, investments).
• Email Accounts (to protect password resets).
• Social Media Accounts (to prevent impersonation).
• Work/Business Accounts (e.g., VPNs, payroll, collaboration tools).
• E-commerce Accounts (storing payment information).



Getting Started with a Password Manager
Bonus Tips:

• Explore features like secure password sharing and encrypted storage for important documents.

• Use password manager for TOTP multi-factor codes or better yet, use a separate app for 
multifactor codes.  

• Again, always enable multi-factor authentication on critical accounts.

• Use a separate email address that you only use for your password manager account – don’t 
share that email address with anyone. 

• Never open your vault on a computer that you don’t 100% trust. 



Essential Practices for Personal Backups
Backing up your data is a crucial defense against cyberthreats like ransomware and 
hardware failure or software corruption. Creating backups ensures you can recover your 
personal and professional data if disaster strikes.

• Follow the 3-2-1 Rule: Keep three copies of your data—one original and two backups—
on two different types of storage (e.g., external hard drives and cloud services), with one 
copy stored offsite.

• Automate backups to ensure consistency and reliability.

• Encrypt Sensitive Data: Use secure external drives and cloud services with end-to-end 
encryption to safeguard information.

• Periodically test your backups to ensure they work when you need them



Other Proactive Steps to Take
Update Operating Systems

• Most critical for phones and laptops
• Use automatic updates!
• Don't ignore these - they're frequently critical patches

• If it's "smart" it could be updated - security cameras, refrigerator, garage door, router

Look at Your Online Footprint
• Be cautious about how much personal information you share online.

• Personal information can create vulnerability for targeted phishing and scams.

• Reconsider browser password managers

Don't Use Public Wi-fi
• Toggle off 'Auto-Join Available Network'
• Consider using a VPN if you need to use public wi-fi



Want to request a meeting with an advisor? 
Visit our website at fostergrp.com/requestmeeting

Thank you for your interest!
Have comments or questions? 
Email us at Perspectives@fostergrp.com

http://www.fostergrp.com/requestmeeting
mailto:Perspectives@fostergrp.com


IMPORTANT DISCLOSURE INFORMATION

Past performance may not be indicative of future results.  Different types of investments involve varying degrees of risk.  Therefore, it 
should not be assumed that future performance of any specific investment or investment strategy (including the investments and/or 
investment strategies recommended and/or undertaken by Foster Group (“Foster Group”), or any non-investment related content, will be 
profitable, equal any corresponding indicated historical performance level(s), be suitable for your portfolio or individual situation, or prove 
successful.  Foster Group is neither a law firm, nor a certified public accounting firm, and no portion of its services should be construed as 
legal or accounting advice.  Moreover, you should not assume that any discussion or information contained in this presentation serves as 
the receipt of, or as a substitute for, personalized investment advice from Foster Group. 

If you are a Foster Group client, please remember that it remains your responsibility to advise Foster Group, in writing, if there are any 
changes in your personal/financial situation or investment objectives for the purpose of reviewing/evaluating/revising our previous 
recommendations and/or services, or  if you would like to impose, add, or to modify any reasonable restrictions to our investment advisory 
services. 

The scope of the services to be provided depends upon the needs of the client and the terms of the engagement. A copy of our current 
written disclosure Brochure discussing our advisory services and fees is available upon request. Foster Group’s Chief Compliance Officer 
remains available to address any questions.

Please Note: Neither rankings nor recognitions by unaffiliated rating services, publications, media, or other organizations, nor the 
achievement of any professional designation, certification, degree, or license, membership in any professional organization, or any amount 
of prior experience or success, should be construed by a client or prospective client as a guarantee that the client will experience a certain 
level of results if the investment professional or the  investment professional’s firm is engaged, or continues to be engaged, to provide 
investment advisory services. A fee was not paid by either the investment professional or the investment professional’s firm to receive the 
ranking. The ranking is based upon specific criteria and methodology (see ranking criteria/methodology). No ranking or recognition should 
be construed as an endorsement by any past or current client of the investment professional or the  investment professional’s firm.  
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